Potential Impacts of WannaCry Ransomware on Critical Infrastructure (FOUO)

This is the html version of the file http://www.aha.org/content/17/170514-OCIAPotentialImpactsWannaCryInfra.pdf.
Google automatically generates html versions of documents as we crawl the web.

Page 1

UNCLASSIFIED//FOR OFFICIAL USE ONLY

(U) May 14, 2017; 1700 EDT.

(U) POTENTIAL IMPACTS OF WANNACRY RANSOMWARE ON
CRITICAL INFRASTRUCTURE
(U) Prepared By: Office of Cyber and Infrastructure Analysis.

(U) KEY FINDINGS
▪ (U//FOUO) OCIA assesses the majority of impacts will be short-term financial losses to
companies from business interruption. It is unlikely but possible, that impacts to systems
could manifest as physical consequences.
▪ (U//FOUO) OCIA assesses that the WannaCry ransomware, particularly a variant
circumventing the inadvertently activated “kill switch,” could have impacts on human life by
denying healthcare providers access to clinical systems and Internet-connected medical
devices.
▪ (U//FOUO) OCIA assesses that the WannaCry ransomware could infect millions of devices
if it continues to spread. The majority of ransomware victims are likely to be consumers and
not critical infrastructure owners and operators.
(U) SCOPE NOTE: The U.S. Department of Homeland Security (DHS)/Office of Cyber and Infrastructure
Analysis (OCIA) produces Infrastructure Impact Assessments to provide an overview of risks to critical
infrastructure from all hazards. The information in this assessment is intended to inform U.S. government
leadership and partners on the potential impacts to critical infrastructure related to the WannaCry Ransomware
infections, which infected numerous systems in many countries across the world beginning on May 12, 2017.
The information contained in this assessment is based on government and open source reporting.
(U) This product was coordinated with the DHS/National Protection and Programs Directorate/Office of
Cybersecurity & Communications/National Cybersecurity and Communications Integration Center, Federal
Cyber Centers and the Department of Health and Human Services.
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(U) BACKGROUND
(U) On May 12, 2017, organizations across the world reported ransomware infections impacting their computer
systems. The infections, caused by a ransomware strain referred to as WannaCry, restricts users’ access to a
computer and demands a ransom to unlock it. The U.S. Department of Justice defines ransomware as, a type of
malicious software cyber actors use to deny access to systems or data until the ransom is paid. After the initial
infection, ransomware attempts to spread through systems and networks.1
(U) WannaCry was initially delivered through phishing attacks, but was able to spread more quickly than normal
ransomware, as it exploited security vulnerabilities to move remotely between unpatched computers.2 As of 1515
EDT on May 12, 2017, the security firm Avast reported 75,000 detections of the ransomware in 99 countries.3
Significant impacts were reported by the British National Health Service, the Spanish telecommunications firm
Telefónica, and FedEx, amongst others. The spread of WannaCry was inhibited after the implementation
of a “kill switch” on May 12, 2017. This "kill switch" prevented lateral movement of that strain of
the malware, but researchers warned that the cyber actors could modify the ransomware or alter
the kill switch to circumvent this feature.4
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(U) IMPACT ASSESSMENT
(U//FOUO) Consumers more likely to be impacted than critical infrastructure
(U//FOUO) Based on a review of ransomware incidents over past years, OCIA assesses that the majority of
ransomware victims are likely to be consumers and not critical infrastructure owners and operators. Between
January 2015 and April 2016, consumers made up 57 percent of ransomware infections.5 Of the ransomware
attacks against critical infrastructure sectors, 55 percent affected the services or manufacturing industries;
10 percent were public administration; 10 percent were financial; and 7 percent were transportation,
communications, and utilities.6

(U//FOUO) Impacts will be largely financial from business interruption
(U//FOUO) OCIA assesses the biggest impact will be short-term financial losses to companies from business
interruption, some of which could be covered by cyber insurance, based on a review of previous ransomware
attacks. In addition to paying ransom demands, companies reported costs related to information technology staff
working to remediate ransomware attacks.
▪ (U) One of the largest ransomware incidents was CryptoLocker in 2013, which infected over 250,000
computers worldwide, according to open source reporting.7 Security researchers estimated that tens of
millions of dollars were paid by victims, and hundreds of millions more were paid because of clones of the
ransomware.8,9 No significant disruptions of critical infrastructure related to these or other ransomware
strains were reported, although there were instances of business systems being publically announced as
compromised.

(U//FOUO) Impacts will likely be to business control systems than process control
systems
(U//FOUO) OCIA assesses that business control systems (BCS) are more likely to be impacted by ransomware
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attacks than process control systems (PCS), but are less likely to have significant impacts. Most organizations
managing critical infrastructure assets rely on functions enabled by BCS to manage day-to-day operations, store
records, and enable computer-based communication.
▪ (U//FOUO) Disruptions to BCS, like a ransomware attack, can be significantly disruptive to day-to-day
operations until processes are reengineered. Disruptions can result in the temporary or permanent loss
of records used by critical infrastructure owners and operators.
▪ (U//FOUO) Compromises of BCS can result in the theft of sensitive data, including personally identifiable
information, intellectual property, and financial information.
(U//FOUO) OCIA assesses that impact to PCS, which could manifest as physical impacts, are possible but unlikely.
In many sectors, critical infrastructure owners and operators employ PCS to operate other devices or systems.
PCS include industrial control systems (ICS) and supervisory control and data acquisition (SCADA) systems.
Critical infrastructure owners and operators employ ICS environments that utilize many of the same information
technology (IT) components as BCS, and as a result, malware intended to affect IT networks can also have
operational impacts within ICS environments.10
▪ (U//FOUO) Disruptions to these systems can have significant impacts to infrastructure operations. Most
infrastructure assets retain legacy or redundant manual controls to override the failure of a PCS,
however, making these disruptions easier to mitigate.
▪ (U//FOUO) As a security best practice, PCS should be segregated from networks with Internet access,
making them less susceptible to attacks such as ransomware.
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▪ (U//FOUO) There are no documented instances of PCS being significantly disrupted by ransomware,
although security researchers from the Georgia Institute of Technology demonstrated it was possible in
February 2017.11

(U//FOUO) Five sectors have entities with potential catastrophic impacts from
cyber incidents, but not from ransomware
(U//FOUO) OCIA assesses that a ransomware event such as WannaCry by itself is unlikely to result in
catastrophic impacts from disruptions, but the exploitation of the same vulnerability to deploy more sophisticated
malware designed to compromise critical systems cannot be ruled out. In analysis done under Section 9 of
Executive Order 13636, OCIA found that the Financial Services Sector, Energy Sector, Communications Sector,
Healthcare and Public Health Sector, and Transportation Systems Sector have assets or systems for which a
cybersecurity incident could result in catastrophic impacts to public health and safety, the economy or national
security.12 In general, entities from these sectors had a high reliance on cyber infrastructure, limited resilience or
backup systems, and are dependent on other sectors. The scenarios OCIA assessed to have catastrophic
consequences in these sectors were more strategic, persistent, and widespread than those that have been
reported associated with this attack.

(U) Healthcare and Public Health Sector faces significant threat
(U//FOUO) OCIA assesses that the WannaCry ransomware, particularly a variant circumventing the inadvertently
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activated “kill switch,” could have impacts on human life by denying healthcare providers access to clinical systems
and Internet-connected medical devices. Without access to these, healthcare providers deliver care with
incomplete information or capability and potentially endanger the life of the patient. The impacts to the
United Kingdom National Health Service have still not been fully reported, but they illustrate that larger-scale
attacks can affect patient care on a regional or national level.
(U) In previous events, the impacts of ransomware attacks have been local and isolated.13,14 In some cases an
affected healthcare facility can operate temporarily with a less efficient paper backup system, but often the facility
stops accepting new patients or transfers patients to other unaffected facilities. Healthcare organizations are more
vulnerable than other sectors because they devote fewer resources to information technology security, despite
their high reliance on using IT to access to medical data and Internet-connected medical devices.15
▪ (U) WannaCry installs the DoublePulsar backdoor, which means that infected machines may still be
vulnerable to future attacks.16 In addition to making these machines vulnerable to future ransomware
attacks that would deny healthcare providers access to their systems and devices, this could make hackertargeted medical records vulnerable to theft. In previous attacks, hackers used malware targeting
Internet-connected medical devices to install backdoors on healthcare provider networks and exfiltrate
health information.17,18

(U//FOUO) Millions of systems could be impacted by WannaCry
(U//FOUO) OCIA assesses that millions of devices could be compromised if malicious cyber actors modify the
ransomware.19,20 The systems most vulnerable to WannaCry are those running older version of Windows
(Windows XP and Windows 8), for which Microsoft no longer regularly provides security patches. As of April
2017, almost 8 percent of desktops worldwide still use these versions of Windows.21 According to media
reporting, nearly 200,000 machines have been infected by the DoublePulsar backdoor exploited by WannaCry.22
Security researchers estimated that machines could be exploited using the backdoor for years, even with the
availability of a patch.23
▪ (U) Microsoft released a patch to mitigate the vulnerability exploited by WannaCry on March 14, 2017.
Microsoft also provided a patch for older-unsupported operating systems on May 12, 2017. All systems
running Windows without up-to-date patches are vulnerable, and security researchers have found that
vulnerabilities are exploitable for years after their discovery, patches are deployed inconsistently.24
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